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Hoare Logic ( EB/Ri&L4E )

- - — 1 1.3 Interactive Proof —

Step 2. Ask the computer
to check the invariants




A Quick Recap — Axiom System

 AXiom System

 Hoare Triples



Outline — This Lecture

 Axioms and Inference Rules
* Interactive Theorem Prover
* Predicate Transformer

* Weakest Precondition

 Automated Verifier



Problem:
How to prove program correctness?



Axioms and Inference Rules

{ P}skip{ P}

g
This axiom LS aLearng true.

Because skip does nothing,
.




Axioms and Inference Rules

{7}a :=e{7}

p
The assignment axtom
brings troubles,

.




Axioms and Inference Rules

{P}ta:=e{Pla/e|}

{a =0}a := 1{a =0} g

-
S this c>ome<>’c?J>
. (Pl




Axioms and Inference Rules

{P}a :=e{P Na = e}

{a=5}a:=a+l{a=5Na=a+1} X

-
S this c>owe<>’c?J>
\ e al




Axioms and Inference Rules (Visafresh
variable,

\.

{P}ta :=e{(Fv)(a =|elv/a]| A\ P['va] }
{a=1}a:=a+1{@)(a=[a+ D/a|rfa = 1)v/a}))

!
{a=1}a:=a+ 1{(av>(a:/\} ——
simplifieation
‘ <{ P { ]

{a =1}a:=a+ 1{a =2}

This Ls correct and a
forwaro assignment axiom,
\_




Axioms and Inference Rules

{Ple/alta = e{ P}
{b+1=42}a :=b+ 1{a =42}
(42 = 42)a = 42{a = 42}
{a —b>3}a:=a—b{a > 3}

p
This LS correct. But it

seems to be “backward’,
\_




Axioms and Inference Rules

The abbreviatio "
1S AS-FW.

ls AS.
y, w
{P}a:=e{(3v)(a = e[v/a] A P[v/a])} {Ple/a]}a := e{P}
- Forward (" itis more widely - Backward
used because it's 3
- Quantifier | quantifier-free. Quantifier-free

- Intuitive -

( , , N\
The abbreviation

J

Not Iintuitive



Axioms and In

ference Rules

{a=1}la:=a+ 1{(Fv)(a=(a+1)[v/a] A (a =1)v/al])}

) 4

{a=1}a:=a+ 1§

{a =1}a:=a+ 1{a =2}

\_

(‘3”)(‘1 =vtlAv=1)} ﬁ‘l’he stmeplification

LS correct.

]

But Hoare Logic s an axiom
system. We neeot some rules
to do this simplification.

~N

J




Axioms and Inference Rules

[ strong ]7P 7 Qéweal@]

{P}C{Q} Q— R{ weakening ]
[TVIC line means {PYC{R)} CONSEqUENE (We)

inference.

{a=1}a:=a+ 1{(Fv)(a= (a+ 1)|v/a] A (a=1)v/a])}
(Fv)(a = (a+ 1)[v/a] A (a = 1)[v/a]) = a =2

{a =1}a:=a+ 1{a =2}




Axioms and Inference Rules

P wealk,
L strong [~ 0 ] we can also

strengthen

P> Q {Q\C{R} precedent (SP).)
{P}C{R}

{a=n}ta:=a+1{a=n+1}
Proof.



Axioms and Inference Rules

P wealk,
L strong [~ 0 ] we can also

strengthen

P> Q {Q\C{R} precedent (SP).)
{P}C{R}

{a=n}ta:=a+1{a=n+1}
Proof.
(l)a=n—a+1=n+1 predicate logic



Axioms and Inference Rules

[ strong ]7P 7 Qéweal@]

we can also
strengthen
P> Q {Q\C{R} precedent (SP).)
{P}C{R}
{a=nla:=a+1{a=n+1}
Proof.
(Na=n—a+1=n+1 predicate logic

2{a+1=n+1}a:=a+ 1{a=n+1} AS



Axioms and Inference Rules

[ strong ]7P 7 Qéweal@]

we cawn also
strengthen
recedent (SP).
P—Q {QIC{R} £~ P (SP).
{P}C{R}

{a=n}ta:=a+1{a=n+1}

Proof.

(l)a=n—a+1=n+1 predicate logic

2{a+1=n+1}la:=a+ H{a=n+1} AS

(3){a =n}a:=a+1{a=n+1} SP (1)(2)



Axioms and Inference Rules

4 L )
wWe WiLL tintroduce

inference rules for
[\ these structures.

Program structure

J

1. Seqguence :sl; s2
2. Branch :if(bl) {sl1l}then {s2}

3. Loop structure : while(b1) { s}

This i< what we |
want the most. )




Axioms and Inference Rules

The sequentiol
{PICI{R} {R}C2{Q} composttion
{P}C1;C2{Q} ule(se)

{b>3}a:=2x%bja:=a—bla>4}
Proof.



Axioms and Inference Rules

The sequential
{PYCUR} {R}C2HQ} | composition
(P}C1;C2{Q) ule(se) |

{b>3}a:=2x%bja:=a—bla>4}
Proof.
(){a—b>4}a:=a—b{a > 4} AS



Axioms and Inference Rules

The sequentiol
(PYCILRY AR}YO2Q} | composition
{P}CL 02{Q} ule(se)
(b>3}a:=2+bja:=a—bla>4}
Proof.
(1){a —b>4}a = a — b{a > 4) AS

(2){2%b—b >4 a:=2%bla—b>4) AS



Axioms and Inference Rules

The sequentiol
(PYCILRY AR}YO2Q} | composition
{P}CL 02{Q} ule(se)
(b>3}a:=2+bja:=a—bla>4}
Proof.
(1){a —b>4}a = a — b{a > 4) AS
(2){2%b—b>4}a:=2%b{la—b> 4} AS

(3)b>3—=>2xb—b>4 predicate logic



Axioms and Inference Rules

The sequentiol
(PYCILRY AR}YO2Q} | composition

{P}CL 02{Q} ule(se)
(b>3}a:=2+bja:=a—bla>4}
Proof.
(1){a —b>4}a = a — b{a > 4) AS
(2){2%b—b>4}a:=2%b{la—b> 4} AS
(3)b>3—2%xb—b>4 predicate logic
(4){b > 3}a =2+ b{a—b>4) SP(2)(3)



Axioms and Inference Rules

the sequentinl
{PYCUR} {R}C2HQ} | composition

{P}C1;C2{Q} ule(se)
{(b>3Va:=2%ba:=a—bla>4)
Proof. t's clearly
(){a—b>4}a = a—bla>4) AS nroveo
(2){2*xb—b>4}a:=2%bla—b>4} AS baORWQYD{S.J
(3)b>3—2%b—b>4 predicate logic
@){b> 3}a:=2%bla—b > 4} SP(2)(3)
(5){b>3}a:=2xba:=a—bla>4) SC(1)(4)



Axioms and Inference Rules

Convert bto a Convert b to a ]
[ proposition. k ) proposition.
{P Nistrue(bl)}C1{Q} {P Nisfalse(bl)}C2{Q@Q}
{P}if(bl) then C1else C2{Q}

The conditional
rule (CD)




Axioms and Inference Rules

{T}if(a < b)then c:=belse c:= a{c =max(a,b)}
Proof.



Axioms and Inference Rules

{T}if(a < b)then c:=belse c:= a{c =max(a,b)}
Proof.
(1){b =maz(a,b)}c = b{c = maz(a,b)}

AS



Axioms and Inference Rules

{T}if(a < b)then c:=belse c:= a{c =maz(a,b)}
Proof.

(1){b =maz(a,b)}c = b{c = maz(a,b)}

(2){a = max(a,b)}c := a{c = maz(a,b)}

AS
AS



Axioms and Inference Rules

{T}if(a < b)then c:=belse c:= a{c =maz(a,b)}

Proof.
(1){b =maz(a,b)}c = b{c = maz(a,b)} AS
(2){a = max(a,b)}c := a{c = maz(a,b)} AS

(3)T'Na <b— b= maz(a,b) predicate logic



Axioms and Inference Rules

{T}if(a < b)then c:=belse c:= a{c =maz(a,b)}

Proof.

(1){b =maz(a,b)}c = b{c = maz(a,b)} AS
(2){a = max(a,b)}c := a{c = maz(a,b)} AS
(3)T'Na <b— b= maz(a,b) predicate logic
(4)

)T A —(a <b) = a=mazx(a,b) predicate logic



Axioms and Inference Rules

{T}if(a < b)then c:=belse c:= a{c =maz(a,b)}
Proof.

(1){b =maz(a,b)}c = b{c = maz(a,b)}
(2){a = max(a,b)}c := a{c = maz(a,b)}
(3)T'Na <b— b=max(a,b)

(4)T N —(a < b) = a=mazx(a,b)

(5){T Na < b}c:=b{c=max(a,b)}

AS
AS
predicate logic

predicate logic

SP(1)(3)



Axioms and Inference Rules

{T}if(a < b)then c:=belse c:= a{c =maz(a,b)}
Proof.
){b = max(a,b)}c:= b{c =maz(a,b)} AS
2){a = maz(a,b)}c:= a{c =max(a,b)} AS

3T Na <b—b=max(a,b) predicate logic

{T'Na < b}e:=b{c=max(a,b)} SP(1)(3)

(1

(2)

(3)

(4)T N —(a < b) = a=mazx(a,b) predicate logic
()

(6){T N —(a < b)}c:= a{c = max(a,b)} SP(2)(4)



Axioms and Inference Rules

{T}if(a < b)then c:=belse c:= a{c =maz(a,b)}
Proof.
){b = max(a,b)}c:= b{c =maz(a,b)} AS
2){a = maz(a,b)}c:= a{c =max(a,b)} AS

3T Na <b—b=max(a,b) predicate logic

{T'Na < b}e:=b{c=max(a,b)} SP(1)(3)
6){T'AN—(a <b)}c:=a{c=mazx(a,b)} SP(2)(4)

(1

(2)

(3)

(4)T N —(a < b) = a=mazx(a,b) predicate logic
()

(6)

(T){T}if(a < b) then ¢ :=belse ¢ :== a{c = maz(a,b)} CD(5)(6)



Axioms and Inference Rules

The while J

- ) {I Nistrue(bl)}C{I} /[ rule (WHP)
[ oop trvanant L{I} while(bl) C' {I Nisfalse(bl)}

It says that
- If executing C once preserves the truth of I, then executing C
any number of times also preserves the truth of I

- after a while loop has terminated, the test must be false



Axioms and Inference Rules

The while J

- ) {I Nistrue(bl)}C{I} /[ rule (WHP)
[ oop trvanant L{I} while(bl) C' {I Nisfalse(bl)}

It can be proved by induction on number of loop times
- If the loop execute for O time, I of course holds.
- If I holds for n times loops, it holds for n+1 times because of

the condition above the line.



Axioms and Inference Rules
{I Nistrue(bl)}C{I}

{a <10} while(a! =10) a :=a+ 1 {a = 10} {1} while(bl) C'{I Nisfalse(bl)}
Proof.



Axioms and Inference Rules

{I Nistrue(bl)}C{I}
{a <10} while(a! =10) a :=a+ 1 {a = 10} {1} while(bl) C'{I Nisfalse(bl)}
Proof.
(){a+1<10}a:=a+ AS

[ Loop tnvariant




Axioms and Inference Rules

{I Nistrue(bl)}C{I}
{a <10} while(a! =10) a :=a+ 1 {a = 10} {1} while(bl) C'{I Nisfalse(bl)}
Proof.
(1){a + 1< 10}a :=a + 1{a < 10} AS

(2)a<10Na#10 = a+1<10 predicate logic



Axioms and Inference Rules

{I Nistrue(bl)}C{I}
{a <10} while(a! =10) a := a + 1 {a = 10} {1} while(bl) C'{I Nisfalse(bl)}
Proof.
(){a+ 1< 10}a :=a+ 1{a < 10} AS
(2)a<10Na#10 = a+1<10 predicate logic
(3){a <10A a # 10}a :=a+ 1{a < 10} SP(1)(2)

P
Loop Lwvariant
aLwags holdls,

\_ W,




Axioms and Inference Rules
{I Nistrue(bl)}C{I}

{a <10} while(a! =10) a := a + 1 {a = 10} {1} while(bl) C'{I Nisfalse(bl)}
Proof.

(1){a + 1< 10}a :=a + 1{a < 10} AS
(2)a<10Na#10 = a+1<10 predicate logic

(3){a <10Aa # 10}a :=a + 1{a < 10} SP(1)(2)

(4){a < 10} while(a! =10) a:=a+1{a < 10 A a = 10} WHP(3)



Axioms and Inference Rules
{I Nistrue(bl)}C{I}

{a <10} while(a! =10) a :=a+ 1 {a = 10} {1} while(bl) C'{I Nisfalse(bl)}
Proof.

(){a+ 1< 10}a :=a+ 1{a < 10} AS
(2)a<10Na#10 = a+1<10 predicate logic

(3){a <10A a # 10}a :=a+ 1{a < 10} SP(1)(2)

(4){a < 10} while(a! =10)a:=a+1{a < 10A a = 10} W HP(3)

(5)a <10ANa=10— a=10 predicate logic

(6){a < 10} while(a! = 10) a:=a+ 1 {a = 10} WC(4)(5)



Axioms and Inference Rules

{I Aistrue(bl)}C{I}

{a <10} while(a! =10) a :=a+ 1 {a = 10} {1} while(bl) C'{I Nisfalse(bl)}
Proof.

(){a+ 1< 10}a :=a+ 1{a < 10} AS
(2)a<10Na#10 = a+1<10 predicate logic

(3){a <10A a # 10}a :=a+ 1{a < 10} SP(1)(2)

(4){a < 10} while(a! =10)a:=a+1{a < 10A a = 10} W HP(3)

(5)a <10ANa=10— a=10 predicate logic

(6){a < 10} while(a! = 10) a := a4+ 1 {a =10} 10(4)(5)

[ How to find the
. Loop lnvariant? , ’




Axioms and Inference Rules

There Is no automatic algorithm to generate loop invariant.

You must find it by yourself. The invariant should say that:

- what has been done so far together with what remains to be done
- holds at each iteration of the loop

- and gives the desired result when the loop terminates

[ How to findl the
\ Loop invariant?




Exercise

void f(unsigned a)

{

unsigned i = 0

{i=0Aa>0}
while(i < a)
{

i=1+1;
}

;4 pre-condition ]

(i = a}A post-condition ]

120N 1 <aNa>0

AN\

.

Loop LAavVarLant?

J




Interactive Theorem Prover

- Cog is aninteractive theorem prover
- We can use Cog to construct an axiom system, such as Hoare logic, and prove theorems
- Coq will help check whether the proofs are correct, avoiding errors in paper proof
- Some learning materials

- https://6826.csail.mit.edu/2019/schedule.html

- https://github.com/cog-community/vscoq

- https://softwarefoundations.cis.upenn.edu/current/index.html

- http://adam.chlipala.net/cpdt/

- https://www.labri.fr/perso/casteran/CoqArt/



https://6826.csail.mit.edu/2019/schedule.html
https://github.com/coq-community/vscoq
https://softwarefoundations.cis.upenn.edu/current/index.html
http://adam.chlipala.net/cpdt/
https://www.labri.fr/perso/casteran/CoqArt/

However,

, N
Proof s usually
tedious

J




We want an automated program verifier.



.

But cannot

hawndle Loops
y,




what Lf we leeep all

nvartants/conditlons tin

\_

the Lnteractive proof?

J




Automatic Proof, Again???



Predicate Transformer

[StYOW@BY?P - Q<[W8a ReY]

e DEFINITION
Given a program C and postcondition Q, P Is the weakest precondition

means for all P’, {P’} C {Q} iff P’ - P. We use wp(C, Q) to denote P.
.

~

weakest
{a =2}a:=a+ 1{a =3} precondition

{a=2Nb=4}a:=a+ 1{a = 3} a=2ANb=4—a=2
{a=2Na>1}a:=a+ 1{a =3} a=2Na>1—a=2




Predicate Transformer

[StYOW@BY?P - Q<[W8a RBY]

2 DEFINITION
Given a program C and precondition P, Q is the strongest postcondition

means for all Q’, {P} C {Q’} iff Q —» Q'. We use sp(C, P) to denote Q.
g

~

J

strongest
fa=1}a:=3{a=3 postcondition

{a =1}a :=3{T} a=3—T
{a =1}a:=3{(Fv)(a =v)} a=3— (Fv)(a=w)




Predicate Transformer

We can consider the problem from the following perspective:
- Given a precondition and program, can we find the strongest postcondition?
- Or given a postcondition and program, can we find the weakest precondition?

- This is called predicate transformer semantics: how programs transform assertions

we can convert hoare
sp(C, P) — Q triples to predicate
 logic formula.

/ P = up(C Q)Jf we can fino wp or sp,
\




Predicate Transformer

We can consider the problem from the following perspective:
- Given a precondition and program, can we find the strongest postcondition?
- Or given a postcondition and program, can we find the weakest precondition?

- This is called predicate transformer semantics: how programs transform assertions

P — wp(C, Q) WCJlAS’C need to |

/ prove it is true.
V,
\ p(C,P) = Q Wejust need to
prove it is true. |

1PrC{Q}




Predicate Transformer

We can consider the problem from the following perspective:
- Given a precondition and program, can we find the strongest postcondition?
- Or given a postcondition and program, can we find the weakest precondition?

- This is called predicate transformer semantics: how programs transform assertions

it is unsatisfinble.

1PrC{Q}

J

> P A —wp(C, Q) Wejust need to ]BYD\/BN

sp(C, P) A =Q Wejust neeol to pro\/eN
it is unsatisfiable.




Basic Idea

To prove {P}C{Q}
- Find the wp(C, Q), then prove P implies wp(C, Q).
- Find the sp(C, P), then prove sp(C, P) implies Q.

PN —uwp(C’, Q) ~
How to prove the
formula?
_J
sp(C, P) A =Q

1PrC{Q}

>
~



Working with SMT solvers is like magic




Question: How to automatically find the
weakest precondition (strongest postcondition)?

By rules (Theorems)...



A Quick Recap

[ AS-FW glves
the strongest

L pastcowditiow.

{P}a :=e{(Fv)(a =e|v/a] A Plv/al)}

Forward
Quantifier

Intuitive

[ AS gives the
weakest
pos‘ccovwlitiow

W,

{Ple/alta = e{P}

\

used because it’s
s'wwpter.

(1t is more widely Y- Backward

Quantifier-free

- Not intuitive



A Quick Recap

[ AS-FW glves
the strongest

L pOStoowd’Ltf,Dw.

{P}a :=e{(Fv)(a =e|v/a] A Plv/al)}

Forward
Quantifier

Intuitive

[ AS gives the
weakest
pos‘ccowdi’cﬁow

W,

{Ple/alta = e{P}

\

(1t {s wore widely Y Backward
used because it’s
simpler. Quantifier-free

r




Weakest Precondition

We use wlp(C, Q) instead of wp(C, Q) in following slides:

Cis the program, Q is the intended postcondition

Name stands for weakest “liberal” precondition: it ignores termination

For all Cand Q, it is guaranteed that { wip(C, Q) } C{Q} is true
Forall P, Cand Q, {P} C{Q}iff P — wlp(C, Q)

WLp must e compu‘cabLe, We
wiLll Lntroduce the details.




Weakest Precondition

wlp(skip, Q) = Q

This Ls clear because
skip does nothing,.




Weakest Precondition

This is similar to | (Ple/ala=etl)
AS in Hoare Logic.
wlp(a :=e, P) = Ple/al

wip(a:==b+1,a=42) =b+ 1 =142

wlp(a:=a—b,a > 3) = ?



Weakest Precondition

This is similar to | (Ple/ala=etl)
AS in Hoare Logic.
wlp(a :=e, P) = Ple/al

wip(a:==b+1,a=42) =b+ 1 =142

wip(a :==a—b,a>3)=a—b>3



Weakest Precondition

wip(C1;C2,Q) = wip(C1,wip(C2,Q))

wlp(a:=a+1;b:=a,a=3ANb > 0)



Weakest Precondition

wip(C1;C2,Q) = wip(C1, wlp(C2,Q))

a+1;b:=a,a=3ANb>0)

wlp(a :

a+ 1,wlp(b:=a,a=3ANb>0))

=wlip(a :
—wlp(a:=a+1,a=3ANa > 0)

a+1=3Na+1>0



Weakest Precondition

wlp(if(bl) then {C1} else {C2}, Q)
=(istrue(bl) — wip(C1,Q)) A (isfalse(bl) — wip(C2,Q))

wip(if(a == 0) then {b:=1}else{b:=0},b=1Vvb=0)



Weakest Precondition

wlp(if(bl) then {C1} else {C2}, Q)
=(istrue(bl) — wip(C1,Q)) A (isfalse(bl) — wip(C2,Q))

wip(if(a == 0) then {b:=1}else{b:=0},b=1Vvb=0)
=(a=0—>wlpb:=1,b=1Vb=0))A(a# 00— wip(b:=0,b=1Vb=0))
=(a=0—=>1=1V1I=0A(a#0—=>0=1VvV0=0)



Weakest Precondition

wip(while(b1){C}, Q) =7

-) A I



Question: How does an automated verifier
Implement these?



Basic Design of An Automated Verifier

Input
- Invariants (e.g., Pre-condition) provided by user
- A program to be proved

Workflow
- Convert the program into Control Flow Graph (CFG).

- Insert the invariants into the CFG.
- Translate CFG into Hoare Triples

- Find the weakest precondition

- Prove the precondition imply the weakest precondition (Predicate Logic)



Basic Design of An Automated Verifier

Input
- Invariants (e.g., Pre-condition) provided by user
- A program to be proved

Workflow
- Convert the program into Control Flow Graph (CFG).

- Insert the invariants into the CFG.
- Translate CFG into Hoare Triples

- Find the weakest precondition

- Prove the precondition imply the weakest precondition (Predicate Logic)



Automated Verifier

In automated verifiers, programs are represented by the control-flow graph.

-

DEFINITION
A control-flow graph (CFG) Is a representation, using graph notation, of

all paths that might be traversed through a program during its executio
\_

~

n.

J

If-then-else

while

-

\_

we introduce CFG for
high level Language.




CFG

- Each node in the graph represents a basic block, i.e. a straight-line piece of code

without any jumps or jump targets
- Jump targets start a block, and jumps end a block

- Directed edges are used to represent jumps in the control flow

int example(int a)
{
while(@ < a)
{
a :=a - 1; l.....’>
}
return a;
}

result := a



CFG for sequential programs

CFG(C1; C2;..; Cn) )

a + 1;
. )

a + b;

o

(| I | I
W
\o




CFG for if-then-else

[reous’we

CFG( if(b1) C1; else C2 ) -
[ CFG for rest
program
£¥(a == 0)
b := 3;

else ‘




CFG for if-then

CFG( if(b1) C1) -

| CFG for rest
Program

if(a == 0)
b := 3;




CFG for while

CFG( while(b1) C )

CF&G for rest
program

{

a :=a - 1;
¥
return a,;

result := a




Exercise

=
>
e
—
M
ramS
@]
N—r
~

R~ NN
X % +
N =
we wo

oo

_h
o~ 1 1
Q

1= y+Z;

7

Cownstruct the CFG
reoursi,\/eLg.




Basic Design of An Automated Verifier

Input
- Invariants (e.g., Pre-condition) provided by user
- A program to be proved

Workflow
- Convert the program into Control Flow Graph (CFG).

- Insert the invariants into the CFG.
- Translate CFG into Hoare Triples
- Find the weakest precondition

- Prove the precondition imply the weakest precondition



Automated Verifier

e BASIC IDEA
Automated Verifier transforms control flow graph to logical formulas

and uses SMT solvers to solve It.
\_

{a=1}
int f(int a)

{ a = a + 1; ‘

return a;

result :=a
}
{result=2} (H'DW to denote 'PYC‘/'POS‘t-‘
condition tn CFG?




Automated Verifier

To denote pre-/post-conditions, we need add new statements.
- assume A: assume A is true

- assert A: if Ais true, then execute the rest program, else go to error state

{a=1}

{
a :=a + 1;
} return aj; aza+l;
result := a;
{result=2} assert result=2




Automated Verifier

{a=1}
int f(int a)
{

a :=a+ 1;

return a; a=a+l;
Y result := a;
{result=2} assert result=2

Because there are no loops, we can still use weakest preconditions to reduce
the CFG to formulas.

wip(assert P,QQ) = PN\ Q
wlp(assume P,Q) = P — Q



Automated Verifier

{a=1}

int f(int a)

{
a :=a+ 1;
return a;

}
{result=2}

!

a=1—

wip(a := a + 1;result := a,result = 2)

!

a=1—

a+1=

assume a=1

a:=a+1;
result := a;
assert result=2

-

\_

\
How to compute weakest

precondition from CFG? 7

L VA
\ V.
. /



Automated Verifier

a
B

We define the correctness

of CFG:
Ao = wip(C1, B,y)

A, IS true If the program is In a state
from which all executions beginning
from block A are correct.

Prove a program Is correct
becomes prove A, IS True.



Automated Verifier

a assume a=1
| ossumea-1

a:=a+1l;

B result = a;

assert result=2

We define the correctness l
Boir = wip(a := a + 1;result := a; assert result = 2,T)

of CFG like this:

wlp(a = a + 1;result := a, result = 2)

Ami; — ’IHE}J(CI, Bﬂk_) =wlpla:=a+1,a =2)
=a+1=2
Ao = wip(assume a = 1, B,y)

a=1—a+1=2



Automated Verifier

{a=1}
{
a :=a + 1; ‘
return a; 3=a3+1:
?{' 1t=2} result := a;
resu-t- assert result=2
a=1— Boir = wip(a := a + 1;result := a; assert result = 2,T)

wlp(a = a + 1;result := a, result = 2)

wip(a := a + 1;result := a,result = 2)

=wlpla:=a+1,a = 2)
l =aq+1=2
a—=1-— Ao = wiplassume a = 1, B,},)

a+1=2 =a=1—a+1=2



Automated Verifier

Ao = wip(C1, A Sok)

S is Succ(A)

Succ(A) denotes the set of successors of Ain CFG



Automated Verifier

(AN [seme

int f(int a, int b)
{

if(b == @)

a :=a + 1;
e )

a :=a + 2;
return a;

}
{result=2 Vv result=3}

result := a;
assert (result=2 V result=3)

When addressing branches, we need to add branch condition information to CFG.



Automated Verifier

(AN [seme

int f(int a, int b)
{

if(b == @)

a :=a + 1;
e )

a :=a + 2;
return a;

}
{result=2 Vv result=3}

result := a;
assert (result=2 V result=3)

When addressing branches, we need to add branch condition information to CFG.



Automated Verifier

&Y ey

E,r. = wip(result :== a;assert(result = 2V result = 3),T)

wip(result == a, result = 2V result = 3)
=(a=2Va=23)

result := a;
assert (result=2 V result=3)



Automated Verifier

En=(a=2Va=23)
@ D, = wlp(assume(b# 0);a :=a + 2, E,};)
= wip(assume(b# 0),(a+2=2Va+2=3))
=b#0—=>(a+2=2Va+2=3))

result := a;
assert (result=2 V result=3)



Automated Verifier

&Y ey

En=(a=2Va=23)
Dyp=0b#0—>(a+2=2Va+2=23))
Cor = wip(assume(b=0);a :=a+ 1, E,})

= wip(assume(b=10),(a+1=2Va+1=23))

=b=0—(a+1=2Va+1=23))

result := a;
assert (result=2 V result=3)




Automated Verifier

En=(a=2Va=23)
@ Doy =(b#0— (a+2=2Va+2=3))
Cor=b=0—=(a+1=2Va+1=3))
B, = wlp(skip, Cor. N D,}.)

= "'Gf’.‘.';\DGk
=b=0—(a+1=2Va+1=3))A
b#0—=>(a+2=2Va+2=23))

result := a;
assert (result=2 V result=3)



Automated Verifier

Er=(a=2Va=23)

(A N[ D= (502 (a42=2Va+2=3)
Cohn=b=0—(a+1=2Va+1=3))
By=b=0=>(a+1=2Va+1=3))A

( )

b#0— (a+2=2Va+2=3
A, = wip(assume(a = 1), B,y)

=(a=1)—
(b=0—= (a+
(b#0 = (a+2=2Va+2=3))

[baolawﬁ

l1=2Va+1=3)A

result := a;
assert (result=2 V result=3)




Automated Verifier

assume(100<=a)

{100<=a}
int example(int a)

{ | Loopttend

while(@ < a)
; )

a :=a - 1;

¥

return a;

}
{result=0}

How to
address Loops?
\_




Automated Verifier

100<=
{100<=a} assume(100<=a

int example(int a)

{

while(@ < a)
{ —
a :=a - 1;
}
:=a-1
{result=0} o

assume(0>=a);

result := a;
assert(result=0)

Like that in branch, we
weed to adol Loop guard,

.




Automated Verifier

{100<=a} assume(100<=a
int example(int a)

{
while(@ < a)

{ —)

a :=a - 1;
}
} return a; assume(0<a);
a:=a-1
{result=0}

assume(0>=a);
result := a;
assert(result=0)

[ wWe must ellminate Loops.
Otherwlise, we cannot use
(backward wethods Like before.




Automated Verifier

{100<=a}
int example(int a)
{
while(@ < a)
{
a :=a - 1;
}
return a;
}
{result=0}
f

But it's clearly not
correct. We change the
_ wmeaning of programs.

assume(100<=a

assume(0<a);

a:=a-1

assume(0>=a);
result := a;
assert(result=0)




A Quick Recap

The while J

- ) {I Nistrue(bl)}C{I} /[ rule (WHP)
[ Loop wvariant L{I} while(bl) C' {I Nisfalse(bl)}

It says that
- If executing C once preserves the truth of I, then executing C
any number of times also preserves the truth of I

- after a while loop has terminated, the test must be false



Automated Verifier

{100<=a}
int example(int a)
{
hile(© -
while( in<vaar?iant o {I Nistrue(bl)}C{I}
{ {I} while(bl) C' {I N isfalse(bl)}
a :=a - 1;
}
return a;
}
{result=0}

( F 4 V4

1) Prove tnvariant

2) Use lnvariant to generate wilp
.




Automated Verifier

assume(100<=a)

{100<=a}
int example(int a)
{
while(© < a)
invariant a>=0

{ )

a :=a - 1;
r}‘etur‘n . assume(0<a);
} ) a:=a-1
{result=0}

assume(0>=a);
result := a;
assert(result=0)




Automated Verifier

assume(100<=a)
assert(a>=0)

{100<=a}
int example(int a)
{
while(© < a)
invariant a>=0
{ ) X

a :=a - 1;

) assume(0<a);
a:=a-1;
} return a; assert(a>=0)
{result=0} assume(0>=a);
e result := a;

We can use assert to " assert(result=0)
check invariant before NY
_ and after the loop body.




Automated Verifier

{100<=a}
int example(int a)
{
while(@ < a)
invariant a>=0

{
a :=a - 1;
}
return a;
}
{result=0}

wlp(assume P,Q)) = P — @

—)

e

We can use assume to
aodd lnwvariant as Premise.
\_

K

assume(100<=a)
assert(a>=0)

assume(a>=0)

assume(0<a);
a:=a-1;
assert(a>=0)

assume(0>=a);
result := a;
assert(result=0)




Automated Verifier

To address loops, we need another new statement.
- havoc a: set a to an arbitrary value

- Variables updated in loop body are called loop targets

- We need to havoc loop targets before loop. Otherwise, it is not a strict

proof of invariant

wlp(havoc a, Q) = (Yv)Q|v/al



Automated Verifier

{100<=a}
int example(int a)
{
while(© < a)
invariant a>=0

{
a :=a - 1;
}
return a;
}
{result=0}

r

The Loop target is a.
Now everything is ready.

assume(100<=a)
assert(a>=0)

havoc a;
assume(a>=0)

assume(0<a);
a:=a-1;
assert(a>=0

assume(0>=a);
result := a;
assert(result=0)



Automated Verifier

havoc a;
assume(a>=0)

assume(0<a);
a:=a-1;
assert(a>=0

assume(0>=a);
result := a;
assert(result=0)

wip(assume(0 >
wip(assume(0 >
wip(assume(0 >

0>a)—a=0

a);result := a;assert(result =0),T)
a);result := a,result = 0)

a),a =10)



Automated Verifier

assume(100<=a)
assert(a>=0)

havoc a;
assume(a>=0)

DGL_(U}H)%G,:U

Cor = wip(assume(0 < a);a :=a — 1;assert(a > 0),T)

);
= wip(assume(0 < a);a:=a—1,a > 0)
= wip(assume(0 < a),(a — 1) > 0)
=0<a)—=>(a—1)>0

assume(0<a);

a:=a-1;
assert(a>=0

assume(0>=a);
result := a;
assert(result=0)



Automated Verifier

assume(100<=a)
assert(a>=0)

havoc a;
assume(a>=0)

Dmil _(D}a)—ﬂ;r,:l]
Co,=0<a)—(a—1)>0
B, = wlp(havoc a;assume(a > 0), Cop A Do)

= wip(havoc a,(a > 0) — Cyp A Dyy)
= (V0)((a =2 0) = Cop A D) [v/al
= (W)((a=20) = ((0<a)—=(a-1)=>0
= (Vo)((v=0) = ((0<v) = (v—=1) = 0) A

assume(0<a);
a:=a-1;
assert(a>=0

assume(0>=a);
result := a;
assert(result=0)



Automated Verifier

assume(100<=a)
assert(a>=0)

havoc a;
assume(a>=0)

D,,=(02>a) >a=0

Cor=0<a)—=>(a—1)>0

Bor = (Vo)(v20) = ((0<v) = (v—-1)20)A((0=v) »v=0))
Aok = wip(assume(100 < a);assert(a > 0), B,i)

wip(assume(100 < a), (a > 0) A B,)
(100 < a) = ((a = 0) A Bog)

assume(0<a);

a:=a-1;
assert(a>=0 = (100 < a) —
((a>0)A
assume(0>=a);
result := a; (V0)((v > 0) = (0 < v) = (v—1) > 0) A (0 > v) = v =0))))

assert(result=0)




Dafny

['POSJC'-OOV\JD[UCLOV\, method m(n: nat) returns (result: nat)
ensures n == result

{
var i: int := 0;
while i < n
[ meriant i < n~<d Loop nvariant |

i =1+ 1;

}
return i;

}

'»' shortcut: Alt+B

https://rise4fun.com/Dafny/tutorial

Dafny 2.3.0.18506

Dafny program verifier finished with 1 verified, @ errors
Program compiled successfully



https://rise4fun.com/Dafny/tutorial

Dafny

Komodo: Using verification to disentangle
secure-enclave hardware from software

Andrew Ferraiuolo Andrew Baumann  Chris Hawblitzel Bryan Parno
Cornell University Microsoft Research Microsoft Research Carnegie Mellon University

5 SPECIFICATION

We specify and verify Komodo using Dafny [51], a
general-purpose verification language. This section describes =

our trusted Dafny specifications of ARM assembly lan- ——
guage (§5.1) and of Komodo’s overall correctness (§5.2). We The 26th I‘\CMﬂSyMPOSIum on O 9 Syste P""_ P'es
increase our confidence in the Komodo specification by prov- ber28"31 20 7. ighai, Chm =

ing several high-level lemmas: that it maintains consistency }!



Thanks & Questions



	Hoare Logic
	Hoare Logic （霍尔逻辑） 
	A Quick Recap – Axiom System
	Outline – This Lecture
	Slide 5 
	Slide 6 
	Slide 7 
	Slide 8 
	Slide 9 
	Slide 10 
	Slide 11 
	Slide 12 
	Slide 13 
	Slide 14 
	Slide 15 
	Slide 16 
	Slide 17 
	Slide 18 
	Slide 19 
	Slide 20 
	Slide 21 
	Slide 22 
	Slide 23 
	Slide 24 
	Slide 25 
	Slide 26 
	Slide 27 
	Slide 28 
	Slide 29 
	Slide 30 
	Slide 31 
	Slide 32 
	Slide 33 
	Slide 34 
	Slide 35 
	Slide 36 
	Slide 37 
	Slide 38 
	Slide 39 
	Slide 40 
	Slide 41 
	Slide 42 
	Slide 43 
	Slide 44 
	Slide 45 
	Slide 46 
	Slide 47 
	Slide 48 
	Slide 49 
	Slide 50 
	Slide 51 
	Slide 52 
	Slide 53 
	Slide 54 
	Slide 55 
	Slide 56 
	Slide 57 
	Slide 58 
	Slide 59 
	Slide 60 
	Slide 61 
	Slide 62 
	Slide 63 
	Slide 64 
	Slide 65 
	Slide 66 
	Slide 67 
	Slide 68 
	Slide 69 
	Slide 70 
	Slide 71 
	Slide 72 
	Slide 73 
	Slide 74 
	Slide 75 
	Slide 76 
	Slide 77 
	Slide 78 
	Slide 79 
	Slide 80 
	Slide 81 
	Slide 82 
	Slide 83 
	Slide 84 
	Slide 85 
	Slide 86 
	Slide 87 
	Slide 88 
	Slide 89 
	Slide 90 
	Slide 91 
	Slide 92 
	Slide 93 
	Slide 94 
	Slide 95 
	Slide 96 
	Slide 97 
	Slide 98 
	Slide 99 
	Slide 100 
	Slide 101 
	Slide 102 
	Slide 103 
	Slide 104 
	Slide 105 
	Slide 108 
	Slide 110 
	Slide 111 
	Slide 112 
	Slide 113 
	Slide 114 

